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lccTerminal Manual

Description

This document describes how to use the IccTerminal program.

The lecTerminal program was created to create automated or manual connections to devices
that support SSH (secure shell).

The program accepts its settings from either the command line parameters, a logic file,
and/or both. When supplying 'setting name's, each are case sensitive. For example,
"lcc:deviceld" is recognized, while "lcc:deviceid" is not. Note the capital T in lcc:deviceld.

Multiple devices/commands can be supplied to perform sets of commands across a group of
devices, like grabbing configurations, etc..

When accessing a device for manual commands (i.e. typing after connected), a stored User
Id/User Password is not supported.

Sensitive fields, like User Id, User Password and Commands are supplied in an encrypted
format. See the Encrypting Values section.

Note: this application utilizes code from the Granados open source project at
http://www.routrek.co.jp/en/product/varaterm/granados.html

Usage

There are two ways to supply information to the program. Either through the command line
parameters, like:

lccTerminal.exe [parameter 1] [parameter 2]
and/or through a Logic File.
When supplying command line parameters, the format is [setting name]+[space]+[value].
For example, if you were supplying the lcc:debugMode with a value of 'YES', you could use
the following:

lecTerminal.exe lcc:debugMode "YES"

We suggest using double quotes around all values to force separation of values.

The order of the names/values does not matter.
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The following example supplies multiple lcc:definePrompt values and the lcc:debugMode
value.
lccTerminal.exe "lcc:definePrompt" "# " "lcc:debugMode" "YES" "lcc:definePrompt" "$ "

The easiest way to submit and organize these settings is by using a Logic File. A Logic File
is just a plain text file formatted in XML. You can then supply the path of the Logic File as a
command line parameter. For example, this would supply a Logic File called 'ourLogic.xml"
lecTerminal.exe "lcc:logicFilename" "ourLogic.xml"

The only mandatory parts of a Logic File, are those designating the version and the
lccTerminal section. This is the most basic Logic File:
<?xml version="1.0" encoding="us-ascii" standalone="yes"?>
<lcc:lecTerminal xmlns:lcc="lcc.ctc.edu" xmlns="lcc.ctc.edu">
</lcc:lecTerminal>

The following is an example Logic File. In this case, a User Id, User Password, some
prompts, a couple devices, a protocol, and a couple commands have been supplied. The
lcc:userld, lcc:userPassword, and lcc:command values are always encrypted:

<?xml version="1.0" encoding="us-ascii" standalone="yes"?>
<lcc:lecTerminal xmlns:lcc="lcc.ctc.edu" xmlns="lcc.ctc.edu">
<lcc:userld>123123123123123123123123123123123123...</lcc:userld>
<lcc:userPassword>123123123123123123123123123... </lcc:userPassword>
<lcc:defineMorePromptBegin>---(more</lcc:defineMorePromptBegin>
<lcc:defineMorePromptEnd>)---</lcc:defineMorePromptEnd>
<lcc:recordDisplayLocation>.\configArchives</lcc:recordDisplayLocation>
<lcc:definePrompt>> </lcc:definePrompt>

<lcc:definePrompt>$ </lcc:definePrompt>

<lcc:definePrompt># </lcc:definePrompt>
<lcc:definePrompt>Password:</lcc:definePrompt>
<lcc:definePromptNoCR>[y/N] </lcc:definePromptNoCR>
<lcc:sshProtocol>SSH2</lcc:sshProtocol>

<lcc:logicKey>some cool key</lcc:logicKey>
<lcc:deviceld>123.123.123.123</lcc:deviceld>
<lcc:command>123123123... </lcc:command>

<lcc:command>456456456... </lcc:command>

</lec:lecTerminal>

Command Line/Logic File Attributes

Some attributes can be used in a command line, in a logic file (see lcc:logicFilename below),
and/or both. The names used are the same in either case. In the Logic File, XML format is
used to supply names/values. The lcc:logicKey supplied must match the ones used when
encrypting data, for any values that are encrypted.
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lcc:command (encryted)(Logic File Only)
A command to automatically supply to the device. These commands will be
transmitted in the order provided from the Logic File. The commands must be
supplied as [user id][tab][command]. This ties each command to the user id being
supplied.

If a Device Name is supplied with the lcc:deviceld,
i.e. IP [comma] Name
the 'Name' can be fed into the commands by placing a tildy (~) where the Name

should be placed.

Example Syntax:

(logic file) <lcc:command>[user id] show configuration</lcc:command>
Example #2 Syntax (providing Device Name):

(logic file) <lcc:command>[user id] set var myName="~" </lcc:command>

lcc:commandsFromFile (encryted)(Logic File Only)
A file that supplies commands. The file will be read line by line. No XML is required
in the file. Each line is considered a full command. These commands will be
transmitted in the order provided from the File. Multiple files can be supplied. The
filenames must be supplied as [user id][tab][filename]. This ties each filename to the
user id being supplied.

Example Syntax:
(logic file) <lcc:commandsFromFile>[user id] [filename]
</lcc:commandsFromFile>

lcc:debugMode
Will show debug information (more details) in many steps during a
connection/process attempt. The only valid value is 'YES'.
Example Syntax:
(command line) lcc:debugMode "YES"
(logic file) <lcc:debugMode>YES</lcc:debugMode>

lcc:debugLevels
If 'lcc:debugMode' turned on, this controls what debug information is displayed. If
more than one supplied, use a command between.

Valid Levels
¢ 1 :logic file settings
: commands added
: auto exit added
: command, device id/name, command
: processing commands
:user id

e o o o o
o 01 & WD

Example Syntax:
(command line) lcc:debugLevels 1,2,3
(logic file) <lcc:debugLevels>1,2,3</lcc:debugLevels>
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lcc:defineMorePromptBegin
When supplying 'term len 0' as one of your commands, the 'More Prompt' does not
get presented and the output is not paged by the device and so this key is
unnecessary.

What part of a response line will be considered to contain a More Prompt beginning.
Note: More Prompts are those provided by devices when multiple pages of output
are returned. Usually, the user will need to press a key (like space) to continue
viewing the output. lecTerminal can automatically see/respond to the More Prompts
and remove them from output.

Example Syntax:

(command line) lcc:defineMorePromptBegin "(--"

(logic file) <lcc:defineMorePromptBegin>(--</lcc:defineMorePromptBegin>

lcc:defineMorePromptEnd
When supplying 'term len 0' as one of your commands, the 'More Prompt' does not
get presented and the output is not paged by the device and so this key is
unnecessary.

What part of a response line will be considered to contain a More Prompt end. Ifa
More Prompt beginning is found, this will then look for the More Prompt end to finish
off the More Prompt discovery. This handles situations where devices place
information inside the More Prompt, like "Page 2 of 4", etc..

Example Syntax:

(command line) lcc:defineMorePromptEnd "--)'

(logic file) <lcc:defineMorePromptEnd>--)</lcc:defineMorePromptEnd>

lcc:truncateResponseData
Only supported in a Logic File.

Truncate data from the response before writing to a file. This is commonly used on
the 'More Prompt' section, as different devices may have different extended
characters/etc.

To supply extended characters, use the syntax: [lccCharCode:#]

For example, if you wanted to truncate out the word 'dog' that had a carriage return
(13) and line feed (10) characters after it, you would use:
lcc:truncateResponseData dog[lccCharCode:13][lccCharCode:10]

The following extended codes are supported:
8

10

13

27

32

Example Syntax:
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(logic file)
<lcc:truncateResponseData>dog[lccCharCode:13][lccCharCode:10]</lcc:defineMor
ePromptEnd>

lcc:definePrompt (multiple definitions allowed)

What end part of a response will be considered a prompt.
Example Syntax:

(command line) lcc:definePrompt "> "
(logic file) <lcc:definePrompt>> </lcc:definePrompt>

lcc:definePromptNoCR (multiple definitions allowed)
What end part of a response will be considered a prompt. When an answer
(user/logic input) is provided back to the device, no CR (carriage return) will be
sent.
Example Syntax:
(command line) lcc:definePromptNoCR "[y/N] "
(logic file) <lcc:definePromptNoCR>[y/N] </lcc:definePromptNoCR>

lcc:deviceld (Logic File Only) (multiple definitions allowed)
A device (aka IP)to connect to for entering manual commands through lccTerminal.

A 'device' Name can also be supplied with the IP to be used in supplying the Name to

'replace' options in commands. If a Name is supplied, separate from the IP with a
comma.
Example Syntax:

(logic file) <lcc:deviceld>123.123.123.123</lcc:deviceld>

Example Syntax #2 (with Name):
(logic file) <lcc:deviceld>123.123.123.123,ourMachine</lcc:deviceld>

lcciencryptData (command line Only)
A value you wish to have encrypted. Once encrypted, the encrypted value will be
copied to your Windows Clipboard. You can then just 'paste’ into any other program.
The User Id will also be encrypted with the values. Only values that match the
current User Id being provided will be authorized.
Example Syntax:
(command line) lcc:encryptData "some information"

lcc:encryptionModeOff
If used at the command line, all values are considered to be supplied in an
unencrypted format. If used in a Logic File, any data from that point forward is
considered unencrypted, unless an 'encryptionModeOn' is then supplied. Encryption

can be turned on/off throughout a Logic File with these two commands.
Example Syntax:

(command line) lcc:encryptionModeOff
(logic file) <lcc:encryptionModeOff>YES</lcc:encryptionModeOff>

lcc:encryptionModeOn (Logic File Only)
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Any data from that point forward and it meant to be encrypted, will be considered
encrypted, unless an 'encryptionModeOff is then supplied. Encryption can be
turned on/off throughout a Logic File with these two commands.

Example Syntax:

(logic file) <lcc:encryptionModeOn>YES</lcc:encryptionModeOn>

lcciencryptUserData (command line Only)
A User Id, or User Password you want encrypted.
Example Syntax:

(command line) lcc:encryptUserData "some user or password information"

lcc:hideReceivedInfo
Will hide information being received from the device. By default, this is off. The only
valid value is 'YES'.
Example Syntax:
(command line) lcc:hideReceivedInfo "YES"
(logic file) <lcc:hideReceivedInfo>YES</lcc: hideReceivedInfo >

lcc:logicFilename (command line Only)

Supply a logic file to control how the application should work.
Example Syntax:

(command line) lcc:logicFilename "aLogicFile.xml"

lcc:logicKey
A key used to encrypt/decrypt encrypted values.
Example Syntax:
(command line) Icc:logicKey "a cool key "
(logic file) <lcc:logicKey>a cool key</lcc:logicKey>

lcc:manualCommands
Will connect to the device, then allow the user to manually enter/supply commands.
To use this, a stored (Icc:userld, lcc:userPassword ) set of credentials will not be
accepted. You must utilize the prompting (lcc:promptUserld,

lcc:promptUserPassword) settings. The only valid value is 'YES'.
Example Syntax:

(command line) lcc:manualCommands "YES"
(logic file) <lcc:manualCommands>YES</lcc:manualCommands>

lcc:manualDeviceld (only one value allowed)

A device (aka IP)to connect to for entering manual commands through lecTerminal.
Example Syntax:

(command line) lcc:manualDeviceld "123.123.123.123"
(logic file) <lcc:manualDeviceld>123.123.123.123</lcc:manualDeviceld>

lcc:promptUserld
Instructs the program to prompt the user for the User I.D. The only valid value is
'YES'.
Example Syntax:
(command line) lcc:promptUserld "YES"
(logic file) <lcc:promptUserld>YES</lcc:promptUserld>
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lcc:promptUserPassword
Instructs the program to prompt the user for the User Password. The only valid value
is 'YES'.
Example Syntax:
(command line) lcc:promptUserPassword "YES"
(logic file) <lcc:promptUserPassword>YES</lcc:promptUserPassword>

lcc:recordDisplayLocation
If provided, the program will save output to this location, using the device Id as the
filename. These are saved as text (TXT) files. For example, this comes in handy if
you are retrieving configurations for a list of devices, each device can be saved to a
file with its name.
Example Syntax:
(command line) lcc:recordDisplayLocation "\\server\share\folder"
(logic file)
<lcc:recordDisplayLocation>\\server\hare\folder</lcc:recordDisplayLocation>

lcc:recordDisplayLocationAppendCommandNumber
Tells the program to append the # of the command being processed to the output
filename. This causes each command to be piped out to its own file. Normally, the
lccRecordDisplayLocation will create a filename with the device id. Using this
parameter will cause the filename(s) to become [deviceid]-[command #].txt
Example Syntax:
(command line) lcc:recordDisplayLocationAppendCommandNumber "YES"
(logic file) <lcc: recordDisplayLocationAppendCommandNumber >YES</lcc:
recordDisplayLocationAppendCommandNumber>

lccirecordDisplayLocationPrePendDate
Tells the program to prepend the date to the results each time a command is run.
This is a good option to use when wanting to see the history of results on a command.
Look inside the file created for the date on each result.
Example Syntax:
(command line) lcc:recordDisplayLocationPrePendDate "YES"
(logic file) <lcc: recordDisplayLocationPrePendDate>YES</lcc:
recordDisplayLocationPrePendDate>

lcc:recordDisplayLocationPrePendTime

Tells the program to prepend the time to the results each time a command is run.
This is a good option to use when wanting to see the history of results on a command.
Look inside the file created for the time on each result.

Example Syntax:

(command line) lcc:recordDisplayLocationPrePendTime "YES"

(logic file) <lcc: recordDisplayLocationPrePendTime>YES</lcc:
recordDisplayLocationPrePendTime>

lcc:showDevice

Will show what device is being connected to. This is useful when you supply

multiple devices. By default, this is off. The only valid value is 'YES'.
Example Syntax:
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(command line) lcc:showDevice "YES"
(logic file) <lcc:showDevice>YES</lcc:showDevice>

lcc:showReceivedPromptOff
Will hide the prompt asking for input. This is useful if you are supplying automatic
commands in a Logic File. By default, this is off. The only valid value is 'YES'.
Example Syntax:
(command line) lcc:showReceivedPromptOff "YES"
(logic file) <lcc:showReceivedPromptOff>YES</lcc:showReceivedPromptOff>

lcc:showResponseHeader
Will show the information provided by the device before the first command is
accepted. By default, this is off. The only valid value is 'YES'.
Example Syntax:
(command line) lcc:showResponseHeader "YES"
(logic file) <lcc:showResponseHeader>YES</lcc:showResponseHeader>

lcc:showTransmit
Will show what is being transmitted to the device. By default, this is off. The only
valid value is 'YES'.
Example Syntax:
(command line) lcc:showTransmit "YES"
(logic file) <lcc:showTransmit>YES</lcc:showTransmit>

lcc:showWaiting
Will show that the program is waiting for a response from the device at periodic
intervals (every second). By default, this is off. The only valid value is 'YES'.
Example Syntax:
(command line) lcc:showWaiting "YES"
(logic file) <lcc:showWaiting>YES</lcc:showWaiting>

lcc:sshProtcol
What SSH protocol to use in the connection. The supported types are SSH1 and SSH2.
Example Syntax:
(command line) lcc:sshProtocol "SSH2"
(logic file) <lcc:sshProtocol>SSH2</lcc:sshProtocol>

lcc:userld (encryted)
The User 1.D. that will be supplied to the device. This value must be supplied
encrypted.
Example Syntax:
(command line) lcc:userld "123... "
(logic file) <lcc:userld>123...</lcc:userld>

lcciuserPassword (encryted)
The User Password that will be supplied to the device. This value must be supplied
encrypted.
Example Syntax:
(command line) lcc:userPassword "123... "
(logic file) <lcc:userPassword>123...</lcc:userPassword>
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Encrypting Values

There are two encryption methods:
lcciencryptUserData (used to encrypt a User Id or User Password)
lcc:encryptData (used to encrypt commands)

When using lcc:encryptData, a lcc:userld must also be provided. This is because the User Id
is encrypted with the commands to guarantee commands are secured against cross Id
scripting.

All encryption must be done through the command line.

To perform encryption, the lcc:logicKey must be provided.

When encrypting the User Id, or User Password, use the following syntax:
lecTerminal.exe lcc:logicKey "some cool key" lcc:encryptUserData "someone "

When encrypting commands, use the following syntax:
lccTerminal.exe lcc:userld "someone" lcc:logicKey "some cool key" lcc:encryptData "some
data"

Example Logic Files

Suggestions:

If not supplying 'term len 0' as one of your commands to suppress the 'More Prompt' on the
device, when communicating with these devices, we recommend using these lines within
your Logic File to properly handle the 'More' prompts and remove that information from the
output:

e Cisco 7000
<lcc:defineMorePromptBegin>--More</lcc:defineMorePromptBegin>
<lcc:defineMorePromptEnd>--</lcc:defineMorePromptEnd>
<lcc:truncateResponseData>--More--</lcc:truncateResponseData>
<lcc:truncateResponseData>[lccCharCode:27][Tm</lcc:truncateResponseData>
<lcc:truncateResponseData>[lccCharCode:27][m[lccCharCode:13][lccCharCode:10
]1</lcc:truncateResponseData>

e Cisco 2960
<lcc:defineMorePromptBegin>--More</lcc:defineMorePromptBegin>
<lcc:defineMorePromptEnd>--</lcc:defineMorePromptEnd>
<lcc:truncateResponseData>--More-- </lcc:truncateResponseData>
<lcc:truncateResponseData>[lccCharCode:32][lccCharCode:13][lccCharCode:10][1
ccCharCode:8][lccCharCode:8][lccCharCode:8][lccCharCode:8][lccCharCode:8][lc
cCharCode:8][lccCharCode:8][lccCharCode:8][lccCharCode:8][lccCharCode:32][lc
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cCharCode:32][lccCharCode:32][lccCharCode:32][lccCharCode:32][lccCharCode:3
2][lccCharCode:32][lccCharCode:32][lccCharCode:8][lccCharCode:8][lccCharCod
e:8][lccCharCode:8][lccCharCode:8][lccCharCode:8][lccCharCode:8][lccCharCode
:8][lccCharCode:8]</lcc:truncateResponseData>

Sending mutiple commands to multiple devices from multiple command files.
IccTerminal.exe Icc:logicFilename "testLogic.xml”
Using Logic File "textLogic.xml":
<?xml version="1.0" encoding="us-ascii" standalone="yes"?>
<lcc:lecTerminal xmlns:lcc="lcc.ctc.edu" xmlns="lcc.ctc.edu">
<lcc:userld>123... </lcc:userld>
<lcc:userPassword>123... </lcc:userPassword>
<lcc:defineMorePromptBegin>---(more</lcc:defineMorePromptBegin>
<lcc:defineMorePromptEnd>)---</lcc:defineMorePromptEnd>
<lcc:recordDisplayLocation>.\configArchives</lcc:recordDisplayLocation>
<lcc:definePrompt>> </lcc:definePrompt>
<lcc:definePrompt>: </lcc:definePrompt>
<lcc:definePrompt>$ </lcc:definePrompt>
<lcc:definePrompt># </lcc:definePrompt>
<lcc:definePrompt>Password:</lcc:definePrompt>
<lcc:definePromptNoCR>[y/N] </lcc:definePromptNoCR>
<lcc:sshProtocol>SSH2</lcc:sshProtocol>
<lcc:logicKey>some cool key</lcc:logicKey>
<lcc:deviceld>123.123.123.123</lcc:deviceld>
<lcc:deviceld>456.456.456.456</lcc:deviceld>
<lcc:encryptionModeOff>YES</lcc:encryptionMode Off>
<lcc:commandsFromFile>[user id] filel.txt</lcc:commandsFromFile>
<lcc:commandsFromFile>[user id] file2.txt</lcc:commandsFromFile>
<lcc:encryptionModeOn>YES</lcc:encryptionModeOn>
</lec:lecTerminal>

Checking a device for its configuration by sending 'show configuration' and 'exit',
supplying some values in command line, some in logic file
IccTerminal.exe Icc:userld "123... " Icc:userPassword "123..." Icc:definePrompt "> "
Icc:logicFilename "testLogic.xml" Icc:sshProtocol SSH2 Icc:logicKey "some cool key"
Using Logic File "textLogic.xml":
<?xml version="1.0" encoding="us-ascii" standalone="yes"?>
<lcc:lecTerminal xmlns:lcc="lcc.ctc.edu" xmlns="lcc.ctc.edu">
<lcc:defineMorePromptBegin>---(more</lcc:defineMorePromptBegin>
<lcc:defineMorePromptEnd>)---</lcc:defineMorePromptEnd>
<lcc:deviceld>123.123.123.123</lcc:deviceld>
<lcc:command>123... </lcc:command>
<lcc:command>123... </lcc:command>
</lec:lecTerminal>

Checking multiple devices for their configurations and sending output to a folder,
supplying all values from Logic File

IccTerminal.exe Icc:logicFilename "testLogic.xml”

Using Logic File "textLogic.xml":

<?xml version="1.0" encoding="us-ascii" standalone="yes"?>
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<lcc:lecTerminal xmlns:lcc="lcc.ctc.edu" xmlns="lcc.ctc.edu">
<lcc:userld>123... </lcc:userld>

<lcc:userPassword>123... </lcc:userPassword>
<lcc:defineMorePromptBegin>---(more</lcc:defineMorePromptBegin>
<lcc:defineMorePromptEnd>)---</lcc:defineMorePromptEnd>
<lcc:recordDisplayLocation>.\configArchives</lcc:recordDisplayLocation>
<lcc:definePrompt>> </lcc:definePrompt>

<lcc:definePrompt>: </lcc:definePrompt>

<lcc:definePrompt>$ </lcc:definePrompt>

<lcc:definePrompt># </lcc:definePrompt>
<lcc:definePrompt>Password:</lcc:definePrompt>
<lcc:definePromptNoCR>[y/N] </lcc:definePromptNoCR>
<lcc:sshProtocol>SSH2</lcc:sshProtocol>

<lcc:logicKey>some cool key</lcc:logicKey>
<lcc:deviceld>123.123.123.123</lcc:deviceld>
<lcc:deviceld>456.456.456.456</1lcc:deviceld>

<lcc:command>123... </lcc:command>

<lcc:command>123... </lcc:command>

</lcc:lecTerminal>

Definitions

CR - Carriage Return (pressing the ENTER key)
IP - Internet Procol address (ex. 123.123.123.123)
SSH - Secure Shell

Modifications

NAME DATE MODIFICATION

David Mielcarek 9/2/2010 Created

David Mielcarek 11/19/2010 Modified

David Mielcarek 6/5/2013 Added Device Id split option

David Mielcarek 3/23/2011 Added device specific More
prompt lines

David Mielcarek 20180719 Added key 'lcc:debugLevels'

End of document
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