
Tier-3 Security Boundary

Account running program/
process should have no special 
rights beyond running program/
process.

Any Program/Process

Usage
Generate Requests
(optional) Reads Responses

Note
Any method that can generate Request 
file(s), like Web Site(s), Windows 
Program(s), etc..
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Creates Request File

lccADPortal

Usages
Requests, Responses, Logging, Active 
Directory Tasks

Note
Provides a request/response engine for 
doing Active Directory tasks.

Active Directory

Reads Response File

Creates Response Files Reads, Parses, Archives Request Files

Modifications

Account running program 
should have rights to modify 
Active Directory.

Request(s) Path

Usage
Stores Request(s).

Note
Each Request is deleted once 
processed.

Response(s) Path

Usage
Stores Response(s).

Note
Response filename is the same as the 
Request filename.

Request(s) Failed Archive Path

Usage
Stores Failed Requests.

Note
Requests that have failed will be 
copied/encrypted here.

Request(s) Archive Path

Usage
Stores Successful Requests.

Note
Requests that have successfully 
completed will be copied/encrypted 
here.

Reads, Parses, Archives Request Files

Reads, Parses, Archives Request Files
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