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Description 
This document describes the lccPOP (Lower Columbia College Pulling Onsite Processes) 
program. 

The lccPOP program was created to have clients pull process commands from a logic file. 
Examples of some desired processes are: 

+ emergency pop­up message 
+ placing shortcuts on desktop 
+ reboot/shutdown computers 
+ installing/removing/configuring other applications 
etc.. 

The process will query for new processes on a timed basis.  When lccPOP first launches on a 
client, this timer is set at 10 seconds.  However, the logic file can then instruct lccPOP to 
change the Timer Interval.  At each timed period, lccPOP will read the logic file for new 
process commands, as well as any other changes, like the Timer Interval. 

This documentation was created under the assumption that the lccPOP program will be 
provided to clients through a Group Policy setting under the Log­in scripts section. 
However, it can be launched in any manner other applications can be launched, including at 
a Command Line, a shortcut on a desktop, etc.. 

lccPOP Server Installation 

When choosing folder/filenames, we recommend using only letters/numbers/hyphens. 
Though the process should work fine with other characters, including spaces, avoiding them 
is suggested. 

In the encryption/logic parts of the program, a Logic Key will be needed to instruct the 
program how to encrypt/decrypt the data.  It is best to think of, document that Logic Key 
now. You should use the same Logic Key for all encrypted values.  Different keys will 
change the formula and make decrypting impossible. 

example Logic Key: our secret phrase
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Step 0:  [ encrypting data ] 
There are some values provided to the lccPOP program which will require them to be 
encrypted.  To encrypt data (decryption is not provided, for security reasons): 

+ access a command line window 

+ run the lccPOP.exe program with the following syntax: 
ex. lccPOP.exe "­logicKey:our secret phrase" "­encrypt:some data" "­encrypt:some 
more data" 

+ after the program encrypts the data, it will let you know that the encrypted forms are 
now available in the windows clipboard 

+ to access the encrypted data, open any text editor and choose paste, the information 
will be formatted as following: 

Encrypted the following line: 
[data you provided] 
into crypted line: 
[encrypted data] 

+ copy/paste the encrypted data lines to the areas requiring encrypted data 

Step 1:  [ placing the lccPOP program in an accessible location ] 
It is recommended placing the program in a network location (share) with read­only rights 
to the users. 

+ create a folder/share in a network location 
We recommend making it a hidden share, by placing a dollar sign '$' at the end of the 
share name. 
ex. \\ourserver\ourshare$ 

+ place the lccPOP.exe in that location 

+ set the share/folder and program to read­only (with executable rights) 

Step 2:  [ create a status sub­folder ] 
A sub­folder that keeps track of user+computer actions must be created underneath the 
folder where the lccPOP resides.  This folder must have read+write rights for the clients, so 
that they can record/query their status in regards to the process commands. The format of 
these logs will be in the format checkup.[computer name].[user name].txt 

ex. checkup.acomputer.auser.txt 

+ create a sub­folder under the \\ourserver\ourshare$ location 
ex. \\ourserver\ourshare$\lccPOPStatus 

Step 3: [ creating the logic file ] 
The Logic File instructs the program how often to check for instructions and what 
instructions to perform.
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+ create a Logic File in the same location as the lccPOP program, using any text editor (i.e. 
Notepad).  Since this file will be in the XML standard, it is suggested the extension be 
'.xml'.  A standard name for this file is 'lccPOP­logic.xml', though any name will do. 

+ inside the Logic File, place the following raw template: 
<?xml version="1.0" encoding="us­ascii" standalone="yes"?> 
<lcc:lccPOP xmlns:lcc="lcc.ctc.edu" xmlns="lcc.ctc.edu"> 
<lcc:logicKey></lcc:logicKey> 
<lcc:timerInterval></lcc:timerInterval> 
<lcc:statusFolder></lcc:statusFolder> 
</lcc:lccPOP> 

The fields that need data are: 

logicKey 
the plain text phrase used to formulate the encryption routines 
ex: our secret phrase 

timerInterval 
the number of seconds between check­ins by the clients 
ex: 30 

statusFolder (encrypted) 
the (encrypted) sub­folder name 
ex: 2498078970794597179124972148972197 

This finishes the installation of the program.  See section 'Adding Process Commands' for 
instructions on adding commands to the Logic File. 

lccPOP Client Installation/Usage 

The client side can launch the program in any method other programs may be launched, i.e. 
command line, shortcut, etc..  However, to automate launching, we recommend adding a 
Group Policy Object (GPO) setting to launch the lccPOP.exe on Log­in.   These instructions 
assume the GPO method is being used. 

[ on client machine ] 
+ create the following registry key 

\\HKLM\Software\LCC­POP 

+ in the LCC­POP key, create the following String (REG_SZ) entries 
lccRegLogic1 
lccRegLogic2 
lccRegLogic3 
lccRegLogic4 

+ fill­in lccRegLogic1 with your college name.  At this time, this field is not used, but, can 
see a need for this information in the future.
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+ fill­in lccRegLogic2 with the (encrypted) value of the path to the lccPOP.exe program 
and Logic File. 

ex: \\ourserver\ourshare$ 

+ fill­in lccRegLogic3 with the (encrypted) value of the logic filename. 
ex: lccPOP­Logic.xml 

+ fill­in lccRegLogic4 with the plain text Logic Key used for the encryption process.  This 
key must match the Logic Key embedded in the Logic File and the one used to encrypt 
values. 

ex: our secret phrase 

+ create a GPO that instructs the user+computer to execute the lccPOP.exe on Log­in. 

Adding Process Commands 

Inside the Logic File, insert a section for each process command you wish launched on a 
client.  These sections should be after all other settings, but, before the last line of the Logic 
File. 

In the Logic File template above, the file looks like: 
<?xml version="1.0" encoding="us­ascii" standalone="yes"?> 
<lcc:lccPOP xmlns:lcc="lcc.ctc.edu" xmlns="lcc.ctc.edu"> 
... 
</lcc:lccPOP> 

To add sections, place them in the following spot: 
<?xml version="1.0" encoding="us­ascii" standalone="yes"?> 
<lcc:lccPOP xmlns:lcc="lcc.ctc.edu" xmlns="lcc.ctc.edu"> 
... 
[ new section] 
[ new section] 
</lcc:lccPOP> 

A process section has the following template: 
<lcc:executeCommandBegin></lcc:executeCommandBegin> 

<lcc:executeCommandId></lcc:executeCommandId> 
<lcc:executeCommandDate></lcc:executeCommandDate> 
<lcc:executeCommandComputer></lcc:executeCommandComputer> 
<lcc:executeCommandUser></lcc:executeCommandUser> 
<lcc:executeCommand></lcc:executeCommand> 
<lcc:executeCommandEnabled></lcc:executeCommandEnabled> 
<lcc:executeCommandParameter></lcc:executeCommandParameter> 

<lcc:executeCommandEnd></lcc:executeCommandEnd> 

You can have as many sections as you desire.  If two blank sections were inserted into the 
Logic File template, it would look as follows: 

<?xml version="1.0" encoding="us­ascii" standalone="yes"?>
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<lcc:lccPOP xmlns:lcc="lcc.ctc.edu" xmlns="lcc.ctc.edu"> 
<lcc:logicKey></lcc:logicKey> 
<lcc:timerInterval></lcc:timerInterval> 
<lcc:statusFolder></lcc:statusFolder> 
<lcc:executeCommandBegin></lcc:executeCommandBegin> 

<lcc:executeCommandId></lcc:executeCommandId> 
<lcc:executeCommandDate></lcc:executeCommandDate> 
<lcc:executeCommandComputer></lcc:executeCommandComputer> 
<lcc:executeCommandUser></lcc:executeCommandUser> 
<lcc:executeCommand></lcc:executeCommand> 
<lcc:executeCommandEnabled></lcc:executeCommandEnabled> 
<lcc:executeCommandParameter></lcc:executeCommandParameter> 

<lcc:executeCommandEnd></lcc:executeCommandEnd> 
<lcc:executeCommandBegin></lcc:executeCommandBegin> 

<lcc:executeCommandId></lcc:executeCommandId> 
<lcc:executeCommandDate></lcc:executeCommandDate> 
<lcc:executeCommandComputer></lcc:executeCommandComputer> 
<lcc:executeCommandUser></lcc:executeCommandUser> 
<lcc:executeCommand></lcc:executeCommand> 
<lcc:executeCommandEnabled></lcc:executeCommandEnabled> 
<lcc:executeCommandParameter></lcc:executeCommandParameter> 

<lcc:executeCommandEnd></lcc:executeCommandEnd> 
</lcc:lccPOP> 

The process section takes the following values: 

executeCommandBegin 
this instructs the program that a new process command section is starting.  Only 'YES' 
is expected in this field. 

executeCommandId 
any id you wish to assign to a process command.  This is used to track what processes 
have been launched on a client machine. The id can be a number, word, phrase, etc.. 

ex #1: 231 
ex #2: a cool id 

executeCommandDate 
any date you wish the process command to launch.  You can have multiple dates by 
having multiple executeCommandDate lines.  You can also place a wildcard '*' at the 
end of the date to use the date value as a wildcard.  For example, if you entered 
'12/22/*', the process would attempt to execute on the 22nd of December of any year. 
Or, if you entered '/2009*', the process would execute on any date in 2009.  Using a '*' 
by itself, means all dates. The wildcard '*' character is only valid at the end of value. 
Example of multiple Dates: 

<lcc:executeCommandDate></lcc:executeCommandDate> 
<lcc:executeCommandDate></lcc:executeCommandDate> 

executeCommandComputer 
any computer you wish the process command to launch on.  You can have multiple 
computers by having multiple executeCommandComputer lines.  You can also place a
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wildcard '*' at the end of the computer to use the computer value as a wildcard.  For 
example, if you entered 'lab*', the process would attempt to execute on any computer 
with 'lab' within the computer name.  Using a '*' by itself, means all computers. Example 
of multiple Computers: 

<lcc:executeCommandComputer></lcc:executeCommandComputer> 
<lcc:executeCommandComputer></lcc:executeCommandComputer> 

executeCommandUser 
any user you wish the process command to launch for.  You can have multiple users by 
having multiple executeCommandUser lines.  You can also place a wildcard '*' at the 
end of the user to use the user value as a wildcard.  For example, if you entered 'smith*', 
the process would attempt to execute for any user with 'smith' within the user name. 
Using a '*' by itself, means all users. Example of multiple Users: 

<lcc:executeCommandUser></lcc:executeCommandUser> 
<lcc:executeCommandUser></lcc:executeCommandUser> 

executeCommand 
a [encrypted]command to launch.  This would be the path+filename of the application 
or process you want executed. 

ex #1: iexplore.exe 
ex #2: c:\program files\someProgram\someProgram.exe 

executeCommandEnabled 
instructs the program on whether to use the process command.  This is useful, if you 
want to have a process 'ready to go'.  For example, you may have an 'emergency 
notification' process that can be pre­written, then enabled when needed.  A value of 
'YES' is the only valid data for confirming the process should be run. Otherwise, you 
should place a 'NO'. 

executeCommandParameter 
any parameters you want passed to the command.  For example, you could pass an 
URL to Internet Explorer (iexplore.exe) to automatically load when launched.  You can 
provided multiple parameters by having multiple parameter lines. 
example of multiple parameters: 

<lcc:executeCommandParameter></lcc:executeCommandParameter> 
<lcc:executeCommandParameter></lcc:executeCommandParameter> 

executeCommandEnd 
this instructs the program that a new process command section is ending.  Only 'YES' is 
expected in this field. 

This is an example Logic File with made­up values.  The encrypted values are shown in plain 
text for easy reference.  Non­encrypted values in encrypted fields will not work.  In this 
example, the following results are desired: 

+ display a certain web page, on all computers with 'lab' or 'instructor' in their name, or 
named 'testPC' on 1/15/2010 for any users 

+ launch a game of solitaire on any computer that has any user logged in with 'smith' in 
their name, or 'dmielcarek' on the 10th of each month in 2011, and 12/31/2009.
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<?xml version="1.0" encoding="us­ascii" standalone="yes"?> 
<lcc:lccPOP xmlns:lcc="lcc.ctc.edu" xmlns="lcc.ctc.edu"> 
<lcc:logicKey>our secret phrase</lcc:logicKey> 
<lcc:timerInterval>30</lcc:timerInterval> 
<lcc:statusFolder>lccPOPStatus</lcc:statusFolder> 
<lcc:executeCommandBegin>YES</lcc:executeCommandBegin> 

<lcc:executeCommandId>coolId1</lcc:executeCommandId> 
<lcc:executeCommandDate>1/15/2010</lcc:executeCommandDate> 
<lcc:executeCommandComputer>lab*</lcc:executeCommandComputer> 
<lcc:executeCommandComputer>instructor*</lcc:executeCommandComputer> 
<lcc:executeCommandComputer>testPC</lcc:executeCommandComputer> 
<lcc:executeCommandUser>*</lcc:executeCommandUser> 
<lcc:executeCommand>iexplore.exe</lcc:executeCommand> 
<lcc:executeCommandEnabled>YES</lcc:executeCommandEnabled> 
<lcc:executeCommandParameter>http://lowercolumbia.edu</lcc:executeCommandPar 

ameter> 
<lcc:executeCommandEnd>YES</lcc:executeCommandEnd> 
<lcc:executeCommandBegin>YES</lcc:executeCommandBegin> 

<lcc:executeCommandId>someOtherId2</lcc:executeCommandId> 
<lcc:executeCommandDate>/10/2011*</lcc:executeCommandDate> 
<lcc:executeCommandDate>12/31/2009</lcc:executeCommandDate> 
<lcc:executeCommandComputer>*</lcc:executeCommandComputer> 
<lcc:executeCommandUser>smith*</lcc:executeCommandUser> 
<lcc:executeCommandUser>dmielcarek</lcc:executeCommandUser> 
<lcc:executeCommand>c:\windows\system32\sol.exe</lcc:executeCommand> 
<lcc:executeCommandEnabled>YES</lcc:executeCommandEnabled> 

<lcc:executeCommandEnd>YES</lcc:executeCommandEnd> 
</lcc:lccPOP> 

Debugging Mode 
When configuring lccPOP, you can launch the program in Debug mode to gather 
information/errors.  lccPOP runs as a hidden windows application. 

To run in Debug mode, launch the program with a parameter of '­debugMode'. 
Command line example: lccPOP.exe "­debugMode" 

In debugMode, lccPOP will register steps/information/errors to the Application event log. 
However, in Windows Vista/7, the security schema has changed and does not allow 
processes running under regular user accounts to place entries in the event logs.  If you are 
running debugging on Vista/7, an additional parameter of '­debugModeWithMessageBoxes' 
should be provided.  This instructs the program to display the messages in pop­up boxes, 
instead of writing to the event log. 
Command line example: lccPOP.exe "­debugMode" "­debugModeWithMessageBoxes" 

Thoughts On Security



Page 8 of 9: lccPOP­Manual.docx 

Lower Columbia College 

+ lccPOP (if used through GPO Log­In script setting) executes under the security context of 
the logged in user on the client machine.  If the user does not have rights to perform certain 
tasks, lccPOP will not give them those powers, i.e. it does not elevate rights. 

You could, however, utilize an elevated rights program as one of the processes to 
launch commands in higher security levels.  For example, you could utilize 
lccElevatedActions as a command process, which then would launch another program 
in a different security context. 

+ the commands issued through lccPOP could also be issued through batch files using GPO, 
i.e. this process does not open more controls than are already available to domain admins. 
lccPOP only adds the ability to have clients receive dynamic (changing) commands on a 
schedule. 

+ to hack the process, a person would need to do the following: 
­ gain edit access to the client machines HKLM registry 
­ decrypt the encrypted value to find the network location of the Logic File 
­ gain edit access to the network location Logic File 
­ decrypt/encrypt the command processes 
­ if all the above could be accomplished, the person already has the rights to do damage 
on their own and would not need lccPOP 

FAQs About lccPOP 

+ lccPOP will execute commands in sequential order, i.e. from the top to bottom in the Logic 
File. 

+ you can use multiple lines for Dates, Computers, Users and Parameters. 

+ wildcard characters can be used in conjunction with regular values.  For example, if you 
want a command to run on all computer with 'lab' in the name, and on a computer named 
'myPC', you could use the following: 

<lcc:executeCommandComputer>lab*</lcc:executeCommandComputer> 
<lcc:executeCommandComputer>myPC</lcc:executeCommandComputer> 

+ each process command is executed only once per Command Id and current Date.  This is 
recorded in the Status folder for each computer+user.  The key is the current date, 
commandId, computer and user name.  This allows the process to run on multiple 
computers, logged in by the same user account. 

+ If you give a wildcard date, like, '*', or '/2009*', the process command will execute on each 
day.  For example, if you have a process with Id '5', that is to launch Notepad.exe on Date 
'/12/2009*', it would launch on the 12 of each month in the year 2009.  If you give only one 
date, and want a process to launch a second time for that date, you must either wait until the 
process has run and change the commandId, or create multiple process sections. 

Possible Uses
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Any/all of these uses (or others that you design) can be implemented in tandum, i.e. at the 
same time.  Since clients 'pull' the commands, instead of them being 'pushed' to them, all 
clients instructed to do so, would perform the command at the same time (within the 
timerInterval timeframe).  This also places the CPU/processing resources on each client. 

+ emergency/scheduled notifications: a web page or other display medium could be 
provided to show a message to clients. 

+ scheduled maintenance: initiate defrag, clean­up temp folders 

+ place a shortcut on certain computers, like labs 

+ reboot 
etc.. 

Definitions 

GPO ­ Group Policy Object 
lccPOP ­ Lower Columbia College Pulling Onsite Processes 

Modifications 
NAME DATE MODIFICATION 
David Mielcarek 12/29/2009 Created 
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